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1.0 Introduction

Mobile phone technology, social media and internet-based communication such as e-mail have 
made communication easier, quicker and more convenient than ever. The Trustees of 
Westminster Synagogue (WS) are committed to ensuring that all members of the professional 
staff and our volunteers are aware of their responsibilities in connection with the use of 
telephones, e-mail and the growing use of social networking sites. 

Those working with children under the age of 18 and vulnerable adults (whether in a 
professional or voluntary capacity) are expected to keep an appropriate professional 
distance from them. 

It is important that staff and volunteers are able to use technologies effectively and flexibly 
whilst ensuring that they do not make themselves vulnerable. However, it is also important to 
ensure that this is balanced with the Management’s duty to safeguard children2, and the 
reputation of the Synagogue and of the wider community.

2.0 Who does this policy apply to?

This policy will apply to all members of the WS professional staff team (including all 
office staff and all Teachers and Help Teachers of our education programmes) and 
volunteers who, through their voluntary responsibilities, come into contact with 
young people under the age of 18 or vulnerable adults who are members of, or 
associated with WS. From here on in, any reference to ‘employees’ includes young 
people employed or volunteering as Junior Teachers or Help Teachers on any of our 
education programmes. 

3.0 Aims

The policy aims to:
 Enable employees and volunteers to communicate by telephone and to use 

social networking sites safely and securely;
 Ensure that employees and volunteers are aware of the risks associated 

with the inappropriate telephone communication and usage of social 
networking sites;

 Safeguard employees in connection with the use of telephone 
communication and social networking and ensure they do not make 
themselves vulnerable;

1 Adapted from NNLS Policy 2016
2 A child is defined in law (Children Act 1989, 2004 and Scottish equivalent) as anyone who has not reached their 
18th birthday. ‘Children’ therefore means ‘children and young people’. Child Protection legislation and guidance 
therefore only applies to those members and users of WS’s services up to that age. 
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 Ensure the Trustees comply with their duty to safeguard children, the 
reputation of WS and of the wider community

3.1 Legislation

The following legislation must be considered when adhering to this policy:
 Human Rights Act 1998
 Data Protection Act 1998
 Freedom of Information Act 2000
 Computer Misuse Act 1990, amended by the Police and Justice Act 2006 
 Regulation of Investigatory Powers Act 2000 (RIPA).

3.2 Scope

This should be read in relation to the following documentation:
 Child Protection Policy
 Vulnerable Adults Policy
 E-Safety guidelines in the Staff Handbook
 Anti-Bullying and Racist Incidents Policy
 Westminster Synagogue Codes of Conduct.

4.0 Responsibilities
 The WS Executive Director shall:

- Ensure this policy is implemented and procedures are in place that 
deal with the use of social networking sites

- Ensure that all relevant volunteers have access to this policy and 
that new volunteers are made aware of it

- Seek the necessary professional advice and support when required.

 Line Managers shall:
- Ensure that all employees have access to this policy and that new 

employees receive a copy on induction
- Be familiar with this policy and guidelines and ensure that 

employees and volunteers understand the policy and their own 
responsibilities

- Ensure that staff and volunteers are aware of the risks of the use of 
social networking sites and the possible implications of the 
inappropriate use of them

- Instigate disciplinary procedures where appropriate to do so
- Seek professional advice where necessary on the approach to be 

adopted if they are made aware of any potential issues.

 Staff and Volunteers shall:
- Behave responsibly and professionally at all times in connection with 

the use of social networking sites
- Cooperate with management in ensuring the implementation of this 

policy.
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5.0 Use of Phones3

Members of staff and volunteers are permitted to bring their personal mobile devices 
into the Synagogue. They are required to use their own professional judgement as to 
when
it is appropriate to use them and follow the guidelines set out in the Staff Handbook.

 Personal hand held devices must not be used in lesson time or when on 
duty except in an exceptional circumstances such as a medical or security 
emergency.

 Members of staff and volunteers are free to use these devices in 
Synagogue, but outside teaching time or times when they are supervising 
children.

 Staff should never contact parents or children from their personal mobile – 
an office landline should be used. 

 Staff should never give their number to children or parents unless there are
pre-existing connections (i.e. they are friends/family or family friends). 
Staff should use the Synagogue phones or the Synagogue mobile whilst on
any Synagogue trips to communicate with children (i.e. not other staff).

 Where photographs are taken these should be taken on Synagogue cameras 
or devices, and never with personal devices.

 Staff should report any usage of mobile devices or communication devices 
that causes them concern to the Director of Community and Education. 

 Staff whose work role involves children should not use personal devices to
communicate with Synagogue members. Work computers or phones 
should be used for this.

 Confidential and sensitive information about children or vulnerable adults 
should not be communicated by text over the phone.  Eg. Staff will use 
their personal phone to message and talk – but they should not be 
discussing possible disclosures with staff members over their phone. 

6.0 Use of E-mail or Social Networking Sites

The Synagogue recognises that e-mail, social media, and social networking have 
become a way of life and represent a positive way to keep in touch with friends and 
colleagues and can be used to exchange ideas and thoughts on common interests. 
Examples of such sites include, but are not limited to, blogs, Facebook, Instagram, 
YouTube, Snapchat, WhatsApp and instant messenger.

Employees and volunteers should be mindful that their connection with the Synagogue 
is in the public domain when using these sites/apps and that any action they take could 
impact on the Synagogue or its reputation. E-mail and social networking sites should, 
therefore, be used with caution.
. 
For employees’ and relevant volunteers’ own security, all communication via e-
mail or social networking sites should be made with the awareness that anything 
said, shown or received could be made available, intentionally or otherwise, to 
an audience wider than that originally intended. 

3 Adapted from Carlisle and Hampton Hill Federation School Social Media and Mobile Phones Policy 2016
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Staff and relevant volunteers are therefore required to follow the following 
procedures:

 Employees should only communicate via e-mail from their Synagogue e-
mail account. They should not give out their personal e-mail address. 
Where an employee communicates with a child via e-mail (for example 
with 13-18 year old staff or students involved in our education 
programmes), it must be done with the consent of parents and through the 
Synagogue e-mail address.

 As a rule, employees and volunteers should not access social networking 
sites for personal use via Synagogue information systems or using 
Synagogue equipment. It is however acknowledged that some employees 
do occasionally post on social networking sites in their personal capacities, 
but with content that is linked to their professional roles. In these instances,
staff members must exercise due care to ensure that any such postings 
comply with the rules contained in this policy and the Staff Handbook.

 Unless there are pre-existing connections (i.e. they are friends/family or 
family friends), employees (including youth leaders who may themselves 
be under 18) and volunteers should not connect on social media/the internet
with any children or recent Synagogue leavers who are members of, or 
associated with, WS, as personal communication could be considered 
inappropriate and unprofessional and makes staff and volunteers vulnerable
to allegations. 

 Employees and volunteers should not place inappropriate 
photographs on any social network space.

 Employees and volunteers should not post indecent remarks.
 If an employee or lay leader receives messages on his/her social 

networking profile from a child at/associated with WS that they think 
may be inappropriate they must report it to their line manager or to the 
Director of Community and Education so that they can investigate and 
take appropriate action.

 Employees or volunteers should not write about their work relating to WS
in a personal capacity, but where they choose to make explicit reference 
to WS, he/she should make it clear that the views expressed are his/hers 
only and do not reflect the views of the Synagogue. However, all other 
guidelines in this policy must be adhered to when making any reference 
to WS.

 Employees or volunteers must not disclose any information that is 
confidential to the Synagogue or disclose personal data or information 
about any individual/colleague/child which could be in breach of the Data 
Protection Act.

 Employees or volunteers must not disclose any information about the 
Synagogue that is not yet in the public domain.

 In no circumstances should employees or volunteers post photographs of a 
child unless consent has been given by parents or guardians. Where 
written consent has not been obtained, verbal consent must be confirmed in
writing by letter or e-mail. 

 Employees or volunteers should not make defamatory remarks about 
the Synagogue/colleagues/child or post anything that could potentially
bring the Synagogue into disrepute.

 Employees or volunteers should not disclose confidential information 
relating to his/her employment/lay responsibilities at the Synagogue.

 Care should be taken to avoid using language which could be 
deemed as offensive to others.
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 All of the above should similarly be followed in instances where 
employees or volunteers contact a child by text, WhatsApp or other 
similar channels of communication (using Synagogue as opposed to 
personal devices).

7.0 Breaches of the Policy
The Trustees do not discourage staff or volunteers from using social networking 
sites. However, all staff should be aware that the Executive/Council will take 
seriously any occasions where the services are used inappropriately. If occasions 
arise of what could be deemed to be online bullying or harassment, these will be 
dealt with in the same way as other forms of bullying or harassment in accordance 
with Synagogue policy.

Under the Regulation of Investigatory Powers Act 2000 (RIPA), Management can 
exercise their right to monitor the use of the Synagogue’s information systems and 
internet access where they believe unauthorised use may be taking place; to ensure 
compliance with regulatory practices; to ensure standards of service are maintained; 
to prevent or detect crime; to protect the communication system; and to pick up 
messages when someone is away from the Synagogue. If any such monitoring detects
the unauthorised use of social networking sites disciplinary action will be taken.

If any instances of the inappropriate use of social networking sites are brought to the 
attention of the Director of Community and Education, the Executive Director, or the 
Chair of the Executive, depending on the seriousness of the allegations, disciplinary 
action may be taken. There may be instances where the Synagogue will be obliged to 
inform the police of any activity or behaviour for which there are concerns as to its 
legality.
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